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Hash Value
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+ Encrypted File System
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+ Partition table ~ FAT ~ MFT3p
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Volume

~ile System: MNTFS Drive Type: Fixed

Sectors per cluster: 4 Bytes per sector: 512

Total Sectors: 3,894.849 Total Capacity. 1,994,162 176 bytes [1.9GE)
Total Clusters: g73712 Unallocated: 192 303 104 bytas (1832 AMB)
—ree Clusters: 93 898 Allocated: 1,801,859,072 bytes (1. 7GE)
Yolume Mame: Volume Offset. 63

Jriver Information: NTFS 3.1 Chikdsk 0

12 LS [T

I5 Owenwritten: Mo

Volume

File System: FAT3Z2 Drive Type: Fixed

Sectors per cluster: & Eytes per sector: 512

Total Sectors: 1,104 705 Total Capacity. 564 486 144 ytes (538 3ME)
Total Clusters: 137,814 Unallocated: 490,704 896 bytes (A6EME)
Free Clusters: 119,801 Allocated: 73,781 248 bytes (70 AME)
Yalume MName: DATA Volume Offset 3,894 975

DEM Version: RSN Serial Mumber,  38956-1108

Heads: 128 Sectors Per Track: 53
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o R #5-Ed-(LiveCD)
+ Helix

+ SANS Investigate Forensic Toolkit (SIFT)
Workstation

+ Back Track

+ DEFT

+ CAINE (Computer Aided INvestigative
Environment)

+ FCCU GNU/Linux Forensic Boot CD
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L. Forensics & IR » & Adepto

“"' Graphics . @ Autopsy
. Internet » Bless Hex Editor
EI Office » # GtkHash

§IJ sound & Video  » | [T] HFS Volume Browser
5 System Tools , n Linen

@ Meld Diff Viewer

|_(—7J Add/Remove...

Ophcrack
Registry Viewer
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E Root Terminal
TrueCrypt

$4 Virus Scanner
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SIFTWORKSTATION

sansforensics's
Home

mount_points

VMware-Shdred-

SIFT Cheat Sheet
and DFIR
Curriculum.pdf

Tools Descriptions
for SIFT
Workstation 2.14.pdf

Network Forensics
Cheat Sheet.pdf

log2timeline-
cheatsheet.pdf

B sansforensics@sansfor...

SANS-DFIR-Poster
2012.pdf

Windows to Unix
Commands
Cheatsheet.pdf

Free DFIR
Resources.pdf

Memory-Forensics-
Cheat-Sheet-v1.pdf

ubiquity-gtkui.
desktop

sansforensics@sansforensics: ~

File Edit View Terminal Help

sansforensics@sansforensics:~$

COMPUTER

and INCIDENT RESPONSE




Applications Places System [>_]

‘Q, Accessories
BackTrack
Graphics
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Office
Other
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Information Gathering
Vulnerability Assessment
Exploitation Tools
Privilege Escalation
Maintaining Access
Reverse Engineering
RFID Tools

Stress Testing
Forensics

Reporting Tools
Services

Miscellaneous
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,.{.J Anti-Virus Forensics Tools
r-'*%-‘. Digital Anti Forensics
,7f_,' Digital Forensics

,-{-J Forensic Analysis Tools
,-{—4 Forensic Carving Tools
,«{—J Forensic Hashing Tools
,7C.J Forensic Imaging Tools
.-{—J Forensic Suites

,7{—4 Network Forensics

-«]L' Password Forensics Tools
,.7[.! PDF Forensics Tools

«-{—? RAM Forensics Tools
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Run

Logout
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B Shalsum
M sha2S56deep
B Sha256sum
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M| syMPcheck
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SSH Start
SSH Stop
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| M theHarvester

4 Tor Browser

M Traceroute
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) \irus Scanner
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D Mobile forensics

E Network forensics
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n Caine Interface
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./ Create Index Create Case Import Case Generate Report

—— File Searching & Indexing
& Recent Activity

,7* Deleted Files Search | @ %C \ ‘} ‘i

m

" File Name Search Mismatched Files  Create Index Search within
@c Mismatch File Search | Search Files
q Memory Viewer ‘ Hashing & File Identification

<9 Raw Disk Viewer L_% ij n“ J]

a Registry Viewer

New Hash New Hash Set Create Hash  Create Signature Compare
Database Signature
\QI File System Browser
Viewers

ﬁ SQLite DB Browser
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CD/DVD Inspector

+ n—\— }’i Jo
InflnaDyne '2 e I 8

CD/DVD
Inspector

EnCase

FTK

’}"m‘?’ﬂ'ﬁ;fy sty

Buster

Femico
PRO
Imager

Designed for optical media

Supports all disc formats, all
types — any disc

AR

Automatically recovers lost
and inaccessible data

Accepts image files from a
variety of sources

JRIRIR

Extensive analysis showing
when and how the disc was
recorded

Court tested, reliable tool

Comprehensive built-in
reporting

$ S
$ S

Knowledgeable telephone
technical support

Su s automatic disc
collection
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Q&A

Thanks for your direction and advices.

We are delighted to discuss any question with you.
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Thank you
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