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Scan details

Scan information

Start time 2024-02-19T09:00:00.892193+08:00
Start url https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx
Host ap.tnnua.edu.tw
Scan time 6 minutes, 15 seconds
Profile Full Scan
Responsive True
Server OS Windows
Server technologies ASP.NET
Application build 24.1.240131143
Threat level

Acunetix Threat Level 2

One or more medium-severity type vulnerabilities have been discovered by the scanner. You should investigate each of
these vulnerabilities to ensure they will not escalate to more severe problems.

Alerts distribution

Total alerts found 13
A Critical 0
A High 0
~ Medium 10
v Low 1

® Informational 2



Alerts summary

~ HTTP Strict Transport Security (HSTS) Policy Not Enabled

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

CVSS3

Base Score: 0.0
Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-16
Affected items Variation
Web Server 1

~ jQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting') Vulnerability

Classification



CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
L/SI:L/SA:N
Base Score: 5.1
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: Low
Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
Base Score: 6.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

CVSS3 User Interaction: Required
Scope: Changed
Confidentiality Impact: Low
Integrity Impact: Low
Availability Impact: None
CWE CWE-707
CVE CVE-2012-6708
Affected items Variation
Web Server 1

~ jQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting') Vulnerability

Classification

Base Score: 4.3
Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None
Confidentiality Impact: None
Integrity Impact: Partial
Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-707

CVE CVE-2011-4969

Affected items Variation
Web Server 1

~ jQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting') Vulnerability

Classification



CVSS4

CVSS3

CWE

CVE

Affected items
Web Server

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: Low
Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
Base Score: 6.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

CWE-707

CVE-2020-7656
Variation
1

~ jQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting') Vulnerability

Classification

Cvss4

CVSS3

CWE
CVE

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/VC:N/VI:N/VA:N/SC:
L/SI:L/SA:N

Base Score: 5.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: Low
Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
Base Score: 6.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

CWE-707
CVE-2015-9251



Affected items Variation
Web Server 1

~ jQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting') Vulnerability

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/VC:N/VI:N/VA:N/SC:
L/SI:L/SA:N
Base Score: 5.1
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: Low
Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
Base Score: 6.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

CVSS3 User Interaction: Required
Scope: Changed
Confidentiality Impact: Low
Integrity Impact: Low
Availability Impact: None
CWE CWE-707
CVE CVE-2020-11023
Affected items Variation
Web Server 1

~ jQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting') Vulnerability

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/VC:N/VI:N/VA:N/SC:
L/SI:L/SA:N
Base Score: 5.1
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: Low
Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: None



CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
Base Score: 6.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

CVss3 User Interaction: Required
Scope: Changed
Confidentiality Impact: Low
Integrity Impact: Low
Availability Impact: None
CWE CWE-707
CVE CVE-2020-11022
Affected items Variation
Web Server 1

~ JQuery Prototype Pollution Vulnerability

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
L/SI:L/SA:N
Base Score: 5.1
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None

CVSS4 User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: Low
Integrity Impact to the Subsequent System: Low
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
Base Score: 6.1

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

CVSS3 User Interaction: Required
Scope: Changed
Confidentiality Impact: Low
Integrity Impact: Low
Availability Impact: None
CVE CVE-2019-11358
Affected items Variation
Web Server 1

~ Unencrypted __ VIEWSTATE parameter

Classification



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

~ Vulnerable JavaScript libraries

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:.L/VA:N/SC:
N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:L/A:N
Base Score: 6.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-200
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

v Cookies Not Marked as Secure

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:L/VI:.L/VA:N/SC:
N/SI:N/SA:N

Base Score: 6.9

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:L/A:N
Base Score: 6.5

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: None

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: Low

Availability Impact: None

Base Score: 6.4

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-937
Variation
1



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

® Content Security Policy (CSP) Not Implemented

Classification

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 2.1

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N
Base Score: 3.1

Attack Vector: Network

Attack Complexity: High

Privileges Required: None

User Interaction: Required

Scope: Unchanged

Confidentiality Impact: Low

Integrity Impact: None

Availability Impact: None

Base Score: 2.6

Access Vector: Network _accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-614
Variation
1
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CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

® Permissions-Policy header not implemented

Classification

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021
Variation
1

1"



CVSS4

CVSS3

CVSS2

CWE
Affected items
Web Server

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:A/NVC:N/VI:N/VA:N/SC:
N/SI:N/SA:N

Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Active

Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS:3.1/AV:N/AC:L/PR:N/UIL:R/S:C/C:N/I:N/A:N
Base Score: 0.0

Attack Vector: Network

Attack Complexity: Low

Privileges Required: None

User Interaction: Required

Scope: Changed

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-1021
Variation
1
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Alerts details

~ HTTP Strict Transport Security (HSTS) Policy Not Enabled

Severity Medium
Reported by module /nttpdata/HSTS_not_implemented.js
Description

HTTP Strict Transport Security (HSTS) tells a browser that a web site is only accessable using HTTPS. It was detected that
your web application doesn't implement HTTP Strict Transport Security (HSTS) as the Strict Transport Security header is
missing from the response.

Impact
HSTS can be used to prevent and/or mitigate some types of man-in-the-middle (MitM) attacks
Recommendation

It's recommended to implement HTTP Strict Transport Security (HSTS) into your web application. Consult web references
for more information

References

hstspreload.org_(https://hstspreload.org/)
Strict-Transport-Security (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security)

Affected items

Web Server
Details
URLs where HSTS is not enabled:

« https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx

o https://ap.tnnua.edu.tw/Courselnfo/ScriptResource.axd

« https://ap.tnnua.edu.tw/Courselnfo/Core_Capability_CourseList.aspx
« https://ap.tnnua.edu.tw/Courselnfo/RoomCourseList.aspx

Request headers

GET /CourseInfo/CourselList.aspx HTTP/1.1

Referer: https://ap.tnnua.edu.tw/CourseInfo/CourselList.aspx

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: ap.tnnua.edu.tw

Connection: Keep-alive
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https://hstspreload.org/
https://hstspreload.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

__ JQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Vulnerability

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

jQuery before 1.9.0 is vulnerable to Cross-site Scripting (XSS) attacks. The jQuery(strinput) function does not differentiate
selectors from HTML in a reliable fashion. In vulnerable versions, jQuery determined whether the input was HTML by
looking for the '<' character anywhere in the string, giving attackers more flexibility when attempting to construct a malicious
payload. In fixed versions, jQuery only deems the input to be HTML if it explicitly starts with the '<' character, limiting
exploitability only to attackers who can control the beginning of a string, which is far less common.

Impact
Recommendation

References

CVE-2012-6708 (https://nvd.nist.gov/vuln/detail/CVE-2012-6708)
CVE-2012-6708 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-6708)

Affected items

Web Server
Details
jquery v1.4.1-1.4.1

Request headers

__ JQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Vulnerability

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

Cross-site scripting (XSS) vulnerability in jQuery before 1.6.3, when using location.hash to select elements, allows remote
attackers to inject arbitrary web script or HTML via a crafted tag.

Impact
Recommendation

References

CVE-2011-4969 (https://nvd.nist.gov/vuln/detail/CVE-2011-4969)
CVE-2011-4969 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4969)

Affected items

Web Server
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https://nvd.nist.gov/vuln/detail/CVE-2012-6708
https://nvd.nist.gov/vuln/detail/CVE-2012-6708
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-6708
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-6708
https://nvd.nist.gov/vuln/detail/CVE-2011-4969
https://nvd.nist.gov/vuln/detail/CVE-2011-4969
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4969
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4969

Details
jquery v1.4.1-1.4.1

Request headers

__ 1Query Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Vulnerability

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

jquery prior to 1.9.0 allows Cross-site Scripting attacks via the load method. The load method fails to recognize and remove
"<script>" HTML tags that contain a whitespace character, i.e: "</script >", which results in the enclosed script logic to be
executed.

Impact
Recommendation

References

CVE-2020-7656 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-7656)

Affected items

Web Server
Details
jquery v1.4.1-1.41

Request headers

__ 1Query Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Vulnerability

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

jQuery before 3.0.0 is vulnerable to Cross-site Scripting (XSS) attacks when a cross-domain Ajax request is performed
without the dataType option, causing text/javascript responses to be executed.

Impact
Recommendation

References

CVE-2015-9251 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-9251)
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https://nvd.nist.gov/vuln/detail/CVE-2020-7656
https://nvd.nist.gov/vuln/detail/CVE-2020-7656
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-7656
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-7656
https://nvd.nist.gov/vuln/detail/CVE-2015-9251
https://nvd.nist.gov/vuln/detail/CVE-2015-9251
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-9251
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-9251

Affected items

Web Server
Details
jquery v1.4.1-1.4.1

Request headers

__ JQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Vulnerability

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

In jQuery versions greater than or equal to 1.0.3 and before 3.5.0, passing HTML containing <option> elements from
untrusted sources - even after sanitizing it - to one of jQuery's DOM manipulation methods (i.e. .html(), .append(), and
others) may execute untrusted code. This problem is patched in jQuery 3.5.0.

Impact

Recommendation

References

CVE-2020-11023 (https://nvd.nist.gov/vuln/detail/ CVE-2020-11023)
CVE-2020-11023 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-11023)

Affected items

Web Server
Details
jquery v1.4.1-1.4.1

Request headers

__ JQuery Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Vulnerability

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

In jQuery versions greater than or equal to 1.2 and before 3.5.0, passing HTML from untrusted sources - even after
sanitizing it - to one of jQuery's DOM manipulation methods (i.e. .html(), .append(), and others) may execute untrusted
code. This problem is patched in jQuery 3.5.0.

Impact

Recommendation
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https://nvd.nist.gov/vuln/detail/CVE-2020-11023
https://nvd.nist.gov/vuln/detail/CVE-2020-11023
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-11023
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-11023

References

CVE-2020-11022 (https://nvd.nist.gov/vuln/detail/ CVE-2020-11022)
CVE-2020-11022 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-11022)

Affected items

Web Server
Details
jquery v1.4.1-1.4.1

Request headers

~ JQuery Prototype Pollution Vulnerability

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

jQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ...) because
of Object.prototype pollution. If an unsanitized source object contained an enumerable __proto__ property, it could extend
the native Object.prototype.

Impact

Recommendation

References

CVE-2019-11358 (https://nvd.nist.gov/vuln/detail/CVE-2019-11358)
CVE-2019-11358 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11358)

Affected items

Web Server
Details
jquery v1.4.1-1.4.1

Request headers

~ Unencrypted __ VIEWSTATE parameter

Severity Medium
Reported by module /RPA/Unencrypted_VIEWSTATE.js
Description

The __ VIEWSTATE parameter is not encrypted for one or more pages. To reduce the chance of someone intercepting the
information stored in the ViewState, it is good design to encrypt the ViewState.

Impact

Possible sensitive information disclosure.
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https://nvd.nist.gov/vuln/detail/CVE-2020-11022
https://nvd.nist.gov/vuln/detail/CVE-2020-11022
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11358

Recommendation

Turn on the encryption mode for the view state. Consult web references for more information, taking into consideration
ASP.NET version

References

Page.ViewStateEncryptionMode Property (https://docs.microsoft.com/en-
us/dotnet/api/system.web.ui.page.viewstateencryptionmode?redirectedfrom=MSDN&view=netframework-4.7.2)

asp-net-4-5-pt-2/)
Working with ViewState (http://appetere.com/post/working-with-viewstate)

Affected items

Web Server

Details
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https://docs.microsoft.com/en-us/dotnet/api/system.web.ui.page.viewstateencryptionmode?redirectedfrom=MSDN&view=netframework-4.7.2
https://docs.microsoft.com/en-us/dotnet/api/system.web.ui.page.viewstateencryptionmode?redirectedfrom=MSDN&view=netframework-4.7.2
https://docs.microsoft.com/en-us/dotnet/api/system.web.ui.page.viewstateencryptionmode?redirectedfrom=MSDN&view=netframework-4.7.2
https://devblogs.microsoft.com/aspnet/cryptographic-improvements-in-asp-net-4-5-pt-2/
https://devblogs.microsoft.com/aspnet/cryptographic-improvements-in-asp-net-4-5-pt-2/
https://devblogs.microsoft.com/aspnet/cryptographic-improvements-in-asp-net-4-5-pt-2/
http://appetere.com/post/working-with-viewstate
http://appetere.com/post/working-with-viewstate

Pages with unencrypted _ VIEWSTATE parameter:

« https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx
Strings extracted(truncated):

1292028108
DataTextField
acad_year
DataValueField
_!DataBoundgd
99999999999999999999999999999
o https://ap.tnnua.edu.tw/Courselnfo/Core_Capability_CourseList.aspx
Strings extracted(truncated):
935264090
DataTextField
acad_year
DataValueField
_!'DataBoundgd
99999999999999999999999999999
« https://ap.tnnua.edu.tw/Courselnfo/RoomCourseList.aspx
Strings extracted(truncated):
-23263107
DataTextField
acad_year
DataValueField

| _!'DataBoundgd

99999999999999999999999999999

Request headers
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GET /CourseInfo/Courselist.aspx HTTP/1.1

Referer: https://ap.tnnua.edu.tw/CourseInfo/CourselList.aspx

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: ap.tnnua.edu.tw

Connection: Keep-alive

~ Vulnerable JavaScript libraries

Severity Medium
Reported by module /deepscan/javascript_library_audit_deepscan.js
Description

You are using one or more vulnerable JavaScript libraries. One or more vulnerabilities were reported for this version of the

library. Consult Attack details and Web References for more information about the affected library and the vulnerabilities
that were reported.

Impact

Consult References for more information.
Recommendation

Upgrade to the latest version.

Affected items

Web Server

Details
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e jQuery 1.4.1

o

o
o
o

URL: https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx
Detection method: The library's name and version were determined based on its dynamic behavior.
CVE-ID: CVE-2011-4969, CVE-2015-9251, CVE-2020-11022, CVE-2020-11023
Description: Cross-site scripting (XSS) vulnerability in jQuery before 1.6.3, when using location.hash to select
elements, allows remote attackers to inject arbitrary web script or HTML via a crafted tag. / Selector
interpreted as HTML / Possible Cross Site Scripting via third-party text/javascript responses / In jQuery
versions greater than or equal to 1.2 and before 3.5.0, passing HTML from untrusted sources - even after
sanitizing it - to one of jQuery's DOM manipulation methods (i.e. .html(), .append(), and others) may execute
untrusted code. This problem is patched in jQuery 3.5.0. / In jQuery versions greater than or equal to 1.0.3 and
before 3.5.0, passing HTML containing option elements from untrusted sources - even after sanitizing it - to
one of jQuery's DOM manipulation methods (i.e. .html(), .append(), and others) may execute untrusted code.
This problem is patched in jQuery 3.5.0.
References:

= http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2011-4969

» http://research.insecurelabs.org/jquery/test/

» http://bugs.jquery.com/ticket/11290

= https://github.com/jquery/jquery/issues/2432

» http://blog.jquery.com/2016/01/08/jquery-2-2-and-1-12-released/

» https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/

= https://mksben.l0.cm/2020/05/jquery3.5.0-xss.html

= https://jquery.com/upgrade-guide/3.5/

= https://api.jquery.com/jQuery.htmliPrefilter/

» https://www.cvedetails.com/cve/CVE-2020-11022/

» https://github.com/advisories/GHSA-gxr4-xjj5-5px2

» https://www.cvedetails.com/cve/CVE-2020-11023/

= https://github.com/advisories/GHSA-jpcq-cgw6-v4j6

Request headers

GET /CourseInfo/CourselList.aspx HTTP/1.1

Referer: https://ap.tnnua.edu.tw/CourseInfo/Courselist.aspx

Accept:

Accept-

text/html, application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8

Encoding: gzip,deflate,br

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like

Gecko)

Chrome/119.0.0.0 Safari/537.36

Host: ap.tnnua.edu.tw

Connection: Keep-alive

v Cookies Not Marked as Secure

Severity Low
Reported by module /RPA/Cookie_Without_Secure.js
Description
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One or more cookies does not have the Secure flag set. When a cookie is set with the Secure flag, it instructs the browser
that the cookie can only be accessed over secure SSL/TLS channels. This is an important security protection for session
cookies.

Impact

Cookies could be sent over unencrypted channels.
Recommendation

If possible, you should set the Secure flag for these cookies.

Affected items

Web Server
Verified vulnerability
Details

Cookies without Secure flag set:

o https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx

Set-Cookie: ASP.NET SessionlId=knegsjcxz4oz2t2ykpyucqcc; path=/; HttpOnly; SameSite=La

Request headers

GET /CourseInfo/Courselist.aspx HTTP/1.1

Referer: https://ap.tnnua.edu.tw/CourselInfo/Courselist.aspx

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: ap.tnnua.edu.tw

Connection: Keep-alive

® Content Security Policy (CSP) Not Implemented

Severity Informational
Reported by module /httpdata/CSP_not_implemented.js
Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks,
including Cross Site Scripting (XSS) and data injection attacks.

Content Security Policy (CSP) can be implemented by adding a Content-Security-Policy header. The value of this header
is a string containing the policy directives describing your Content Security Policy. To implement CSP, you should define

22



lists of allowed origins for the all of the types of resources that your site utilizes. For example, if you have a simple site that
needs to load scripts, stylesheets, and images hosted locally, as well as from the jQuery library from their CDN, the CSP
header could look like the following:

Content-Security-Policy:
default-src 'self';
script-src 'self' https://code.jquery.com;

It was detected that your web application doesn't implement Content Security Policy (CSP) as the CSP header is missing
from the response. It's recommended to implement Content Security Policy (CSP) into your web application.

Impact
CSP can be used to prevent and/or mitigate attacks that involve content/code injection, such as cross-site scripting/XSS

attacks, attacks that require embedding a malicious resource, attacks that involve malicious use of iframes, such as
clickjacking attacks, and others.

Recommendation
It's recommended to implement Content Security Policy (CSP) into your web application. Configuring Content Security

Policy involves adding the Content-Security-Policy HTTP header to a web page and giving it values to control resources
the user agent is allowed to load for that page.

References

Implementing_Content Security Policy (https://hacks.mozilla.org/2016/02/implementing-content-security-policy/)

Affected items

Web Server
Details
Paths without CSP header:

o https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx
¢ https://ap.tnnua.edu.tw/Courselnfo/ScriptResource.axd
o https://ap.tnnua.edu.tw/Courselnfo/Core_Capability CourseList.aspx

o https://ap.tnnua.edu.tw/Courselnfo/RoomCourseList.aspx

Request headers
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https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

GET /CourseInfo/Courselist.aspx HTTP/1.1

Referer: https://ap.tnnua.edu.tw/CourseInfo/CourselList.aspx

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8
Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36

Host: ap.tnnua.edu.tw

Connection: Keep-alive

® Permissions-Policy header not implemented

Severity Informational
Reported by module /httpdata/permissions_policy.js
Description

The Permissions-Policy header allows developers to selectively enable and disable use of various browser features and
APls.

Impact
Recommendation

References

Permissions-Policy / Feature-Policy (MDN)_(https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy)

Permissions Policy (W3C)_(https://www.w3.org/TR/permissions-policy-1/)

Affected items

Web Server
Details

Locations without Permissions-Policy header:

o https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx

o https://ap.tnnua.edu.tw/Courselnfo/

« https://ap.tnnua.edu.tw/Courselnfo/image/

o https://ap.tnnua.edu.tw/Courselnfo/Styles/

« https://ap.tnnua.edu.tw/Courselnfo/Scripts/

« https://ap.tnnua.edu.tw/Courselnfo/ScriptResource.axd

o https://ap.tnnua.edu.tw/Courselnfo/WebResource.axd

o https://ap.tnnua.edu.tw/Courselnfo/Core_Capability_CourseList.aspx
« https://ap.tnnua.edu.tw/Courselnfo/Course_Map.aspx

o https://ap.tnnua.edu.tw/Courselnfo/RoomCourseList.aspx
o https://ap.tnnua.edu.tw/Courselnfo/TeacherCourselist.aspx

Request headers
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy
https://www.w3.org/TR/permissions-policy-1/
https://www.w3.org/TR/permissions-policy-1/

GET /CourseInfo/Courselist.aspx HTTP/1.1

Referer: https://ap.tnnua.edu.tw/CourseInfo/CourselList.aspx

Accept:

Accept-

text/html, application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8

Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36

Gecko)

Chrome/119.0.0.0 Safari/537.36

Host: ap.tnnua.edu.tw

Connection: Keep-alive

(KHTML,

like
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Scanned items (coverage report)

https://ap.tnnua.edu.tw/

https://ap.tnnua.edu.tw/Courselnfo/
https://ap.tnnua.edu.tw/Courselnfo/Core_Capability CourseL.ist.aspx
https://ap.tnnua.edu.tw/Courselnfo/Course_Map.aspx
https://ap.tnnua.edu.tw/Courselnfo/CourseList.aspx
https://ap.tnnua.edu.tw/Courselnfo/image/
https://ap.tnnua.edu.tw/Courselnfo/RoomCourseList.aspx
https://ap.tnnua.edu.tw/Courselnfo/ScriptResource.axd
https://ap.tnnua.edu.tw/Courselnfo/Scripts/
https://ap.tnnua.edu.tw/Courselnfo/Scripts/Default.js
https://ap.tnnua.edu.tw/Courselnfo/Scripts/jquery-1.4.1.min.js
https://ap.tnnua.edu.tw/Courselnfo/Styles/
https://ap.tnnua.edu.tw/Courselnfo/Styles/Site.css
https://ap.tnnua.edu.tw/Courselnfo/TeacherCourseList.aspx
https://ap.tnnua.edu.tw/Courselnfo/\WWebResource.axd
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