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Scan of elearning.tnnua.edu.tw

Scan details

Scan information

Start time 2025-02-25T00:04:00.485586+08:00

Start url https://elearning.tnnua.edu.tw/

Host elearning.tnnua.edu.tw

Scan time 176 minutes, 52 seconds

Profile Full Scan

Server information nginx

Responsive True

Server OS Unknown

Application build 24.12.241212129

Threat level

Acunetix Threat Level 2

One or more medium-severity type vulnerabilities have been discovered by the scanner. You should investigate each of
these vulnerabilities to ensure they will not escalate to more severe problems.

Alerts distribution

Total alerts found 9

Critical 0

High 0

Medium 2

Low 2

Informational 5
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Alerts summary

HTTP Strict Transport Security (HSTS) Policy Not Enabled

Classification

CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS3

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Changed
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2

Base Score: 0.0
Access Vector: Network_accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None
Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-16

Affected items Variation

Web Server 1

Open Redirection

Classification
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CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:L/VI:L/VA:N/SC:
N/SI:N/SA:N
Base Score: 5.1
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Active
Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: Low
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS3

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
Base Score: 6.5
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: Low
Integrity Impact: Low
Availability Impact: None

CVSS2

Base Score: 6.4
Access Vector: Network_accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: Partial
Availability Impact: None
Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-601

Affected items Variation

/course/jumpto.php 1

Cookies Not Marked as HttpOnly

Classification
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CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS3

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2

Base Score: 0.0
Access Vector: Network_accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None
Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-1004

Affected items Variation

Web Server 1

Documentation files

Classification
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CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 6.9
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Confidentiality Impact to the Vulnerable System: Low
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS3

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Base Score: 5.3
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: Low
Integrity Impact: None
Availability Impact: None

CVSS2

Base Score: 5.0
Access Vector: Network_accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: None
Availability Impact: None
Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-538

Affected items Variation

Web Server 1

Content Security Policy (CSP) Not Implemented

Classification
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CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS3

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Changed
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2

Base Score: 0.0
Access Vector: Network_accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None
Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-1021

Affected items Variation

Web Server 1

Outdated JavaScript libraries

Classification
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CVSS4

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: High
Privileges Required: None
User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS3

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: High
Privileges Required: None
User Interaction: Required
Scope: Changed
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2

Base Score: 0.0
Access Vector: Network_accessible
Access Complexity: High
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None
Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-937

Affected items Variation

Web Server 3

Permissions-Policy header not implemented

Classification
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CVSS4

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:N/VA:N/SC:
N/SI:N/SA:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Active
Confidentiality Impact to the Vulnerable System: None
Integrity Impact to the Vulnerable System: None
Availability Impact to the Vulnerable System: None
Confidentiality Impact to the Subsequent System: None
Integrity Impact to the Subsequent System: None
Availability Impact to the Subsequent System: None

CVSS3

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:N/A:N
Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Changed
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CVSS2

Base Score: 0.0
Access Vector: Network_accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None
Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE CWE-1021

Affected items Variation

Web Server 1
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Alerts details

HTTP Strict Transport Security (HSTS) Policy Not Enabled

Severity Medium
Reported by module /httpdata/HSTS_not_implemented.js

Description

HTTP Strict Transport Security (HSTS) tells a browser that a web site is only accessable using HTTPS. It was detected that
your web application doesn't implement HTTP Strict Transport Security (HSTS) as the Strict Transport Security header is
missing from the response.

Impact

HSTS can be used to prevent and/or mitigate some types of man-in-the-middle (MitM) attacks

Recommendation

It's recommended to implement HTTP Strict Transport Security (HSTS) into your web application. Consult web references
for more information

References

hstspreload.org (https://hstspreload.org/)
Strict-Transport-Security (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security)

Affected items

Web Server
Details

URLs where HSTS is not enabled:

https://elearning.tnnua.edu.tw/
https://elearning.tnnua.edu.tw/login/index.php
https://elearning.tnnua.edu.tw/mod/forum/discuss.php
https://elearning.tnnua.edu.tw/course/search.php
https://elearning.tnnua.edu.tw/group/
https://elearning.tnnua.edu.tw/search/
https://elearning.tnnua.edu.tw/error/
https://elearning.tnnua.edu.tw/admin/tool/dataprivacy/summary.php
https://elearning.tnnua.edu.tw/auth/
https://elearning.tnnua.edu.tw/index.php
https://elearning.tnnua.edu.tw/config.php
https://elearning.tnnua.edu.tw/admin/tool/policy/viewall.php
https://elearning.tnnua.edu.tw/course/index.php
https://elearning.tnnua.edu.tw/login/
https://elearning.tnnua.edu.tw/pluginfile.php/
https://elearning.tnnua.edu.tw/mod/
https://elearning.tnnua.edu.tw/user/
https://elearning.tnnua.edu.tw/course/
https://elearning.tnnua.edu.tw/pluginfile.php/6786/
https://elearning.tnnua.edu.tw/mod/forum/
https://elearning.tnnua.edu.tw/lib/

Request headers
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GET / HTTP/1.1

Host: elearning.tnnua.edu.tw

accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,
application/signed-exchange;v=b3;q=0.7

accept-language: en-US

upgrade-insecure-requests: 1

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip,deflate,br

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Open Redirection

Severity Medium
Reported by module /Scripts/PerScheme/Open_Redir.script

Description

This endpoint is possibly vulnerable to URL redirection attacks.

URL redirection is sometimes used as a part of phishing attacks that confuse visitors about which web site they are visiting.

Impact

A remote attacker can redirect users from your website to a specified URL. This problem may assist an attacker to conduct
phishing attacks, trojan distribution, spammers.

Recommendation

Your script should properly sanitize user input.

References

Unvalidated Redirects and Forwards Cheat Sheet
(https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html)
HTTP Response Splitting, Web Cache Poisoning Attacks, and Related Topics
(https://packetstormsecurity.com/papers/general/whitepaper_httpresponse.pdf)

Affected items
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/course/jumpto.php
Details

URL encoded POST input jump was set to https://elearning.tnnua.edu.tw.bxss.me/
Request headers

POST /course/jumpto.php HTTP/1.1

Cookie: EU_COOKIE_LAW_CONSENT=true; MoodleSession=085b6b6281af5c33787a655263fcc477

Content-Type: application/x-www-form-urlencoded

Content-Length: 63

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Host: elearning.tnnua.edu.tw

Connection: Keep-alive

jump=https://elearning.tnnua.edu.tw.bxss.me/&sesskey=IrgMCEM46K

Cookies Not Marked as HttpOnly

Severity Low
Reported by module /RPA/Cookie_Without_HttpOnly.js

Description

One or more cookies don't have the HttpOnly flag set. When a cookie is set with the HttpOnly flag, it instructs the browser
that the cookie can only be accessed by the server and not by client-side scripts. This is an important security protection for
session cookies.

Impact

Cookies can be accessed by client-side scripts.

Recommendation

If possible, you should set the HttpOnly flag for these cookies.

References

Cookie Not Marked as HttpOnly | Invicti (https://www.invicti.com/web-vulnerability-scanner/vulnerabilities/cookie-not-
marked-as-httponly/)

Affected items

Web Server
Verified vulnerability
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Details

Cookies without HttpOnly flag set:

https://elearning.tnnua.edu.tw/

Set-Cookie: MoodleSession=085b6b6281af5c33787a655263fcc477; path=/; secure; SameSite=None

https://elearning.tnnua.edu.tw/

Set-Cookie: MoodleSession=f7b43306429652f8f74790be274514ae; path=/; secure; SameSite=None

Request headers

GET / HTTP/1.1

Host: elearning.tnnua.edu.tw

accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,
application/signed-exchange;v=b3;q=0.7

accept-language: en-US

upgrade-insecure-requests: 1

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip,deflate,br

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Documentation files

Severity Low
Reported by module /Scripts/PerFolder/Readme_Files.script

Description

One or more documentation files (e.g. readme.txt, changelog.txt, ...) were found. The information contained in these files
could help an attacker identify the web application you are using and sometimes the version of the application. It's
recommended to remove these files from production systems.
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Impact

These files may disclose sensitive information. This information can be used to launch further attacks.

Recommendation

Remove or restrict access to all documentation file acessible from internet.

References

INT08:2023 – Information Leakage (https://owasp.org/www-project-top-10-insider-threats/docs/2023/INT08_2023-
Information_Leakage)

Affected items

Web Server
Details

Documentation files:

https://elearning.tnnua.edu.tw/README.txt
File contents (first 100 characters):

                                 .-..-.
   _____                         | || |
  /____/-.---_  .--- ...

https://elearning.tnnua.edu.tw/INSTALL.txt
File contents (first 100 characters):

MOODLE INSTALLATION
===================

Here is a short summary of the installation process (which  ...

Request headers

GET /README.txt HTTP/1.1

Cookie: MoodleSession=085b6b6281af5c33787a655263fcc477

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Host: elearning.tnnua.edu.tw

Connection: Keep-alive

Content Security Policy (CSP) Not Implemented

Severity Informational
Reported by module /httpdata/CSP_not_implemented.js
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Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks,
including Cross Site Scripting (XSS) and data injection attacks.

Content Security Policy (CSP) can be implemented by adding a Content-Security-Policy header. The value of this header
is a string containing the policy directives describing your Content Security Policy. To implement CSP, you should define
lists of allowed origins for the all of the types of resources that your site utilizes. For example, if you have a simple site that
needs to load scripts, stylesheets, and images hosted locally, as well as from the jQuery library from their CDN, the CSP
header could look like the following:

Content-Security-Policy:
    default-src 'self';
    script-src 'self' https://code.jquery.com;

It was detected that your web application doesn't implement Content Security Policy (CSP) as the CSP header is missing
from the response. It's recommended to implement Content Security Policy (CSP) into your web application.

Impact

CSP can be used to prevent and/or mitigate attacks that involve content/code injection, such as cross-site scripting/XSS
attacks, attacks that require embedding a malicious resource, attacks that involve malicious use of iframes, such as
clickjacking attacks, and others.

Recommendation

It's recommended to implement Content Security Policy (CSP) into your web application. Configuring Content Security
Policy involves adding the Content-Security-Policy HTTP header to a web page and giving it values to control resources
the user agent is allowed to load for that page.

References

Content Security Policy (CSP) (https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP)
Implementing Content Security Policy (https://hacks.mozilla.org/2016/02/implementing-content-security-policy/)

Affected items

Web Server
Details
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Paths without CSP header:

https://elearning.tnnua.edu.tw/

https://elearning.tnnua.edu.tw/mod/forum/discuss.php

https://elearning.tnnua.edu.tw/course/search.php

https://elearning.tnnua.edu.tw/group/

https://elearning.tnnua.edu.tw/search/

https://elearning.tnnua.edu.tw/error/

https://elearning.tnnua.edu.tw/admin/tool/dataprivacy/summary.php

https://elearning.tnnua.edu.tw/auth/

https://elearning.tnnua.edu.tw/index.php

https://elearning.tnnua.edu.tw/config.php

https://elearning.tnnua.edu.tw/admin/tool/policy/viewall.php

https://elearning.tnnua.edu.tw/course/index.php

https://elearning.tnnua.edu.tw/login/

https://elearning.tnnua.edu.tw/pluginfile.php/

https://elearning.tnnua.edu.tw/mod/

https://elearning.tnnua.edu.tw/user/

https://elearning.tnnua.edu.tw/course/

https://elearning.tnnua.edu.tw/pluginfile.php/6786/

https://elearning.tnnua.edu.tw/login/index.php

https://elearning.tnnua.edu.tw/mod/forum/

https://elearning.tnnua.edu.tw/lib/

Request headers
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GET / HTTP/1.1

Host: elearning.tnnua.edu.tw

accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,
application/signed-exchange;v=b3;q=0.7

accept-language: en-US

upgrade-insecure-requests: 1

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip,deflate,br

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Outdated JavaScript libraries

Severity Informational
Reported by module /Scripts/PerFile/Javascript_Libraries_Audit.script

Description

You are using an outdated version of one or more JavaScript libraries. A more recent version is available. Although your
version was not found to be affected by any security vulnerabilities, it is recommended to keep libraries up to date.

Impact

Consult References for more information.

Recommendation

Upgrade to the latest version.

References

How Invicti identifies Out-of-date technologies (https://www.invicti.com/support/how-invicti-identifies-outofdate/)

Affected items

Web Server
Details
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mustache.js 3.1.0
URL: https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/core/first.js
Detection method: The library's name and version were determined based on the file's contents.
References:

https://github.com/janl/mustache.js/releases

Request headers

GET /lib/requirejs.php/1676880794/core/first.js HTTP/1.1

Cookie: MoodleSession=085b6b6281af5c33787a655263fcc477

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Host: elearning.tnnua.edu.tw

Connection: Keep-alive

Web Server
Verified vulnerability

Details

jQuery 3.5.1
URL: https://elearning.tnnua.edu.tw/theme/jquery.php/core/jquery-3.5.1.min.js
Detection method: The library's name and version were determined based on the file's name, and contents.
Acunetix verified the library version with the file's unique syntax fingerprint, which matched the syntax
fingerprint expected by Acunetix.
References:

https://code.jquery.com/

Request headers

GET /theme/jquery.php/core/jquery-3.5.1.min.js HTTP/1.1

Cookie: MoodleSession=085b6b6281af5c33787a655263fcc477

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Host: elearning.tnnua.edu.tw

Connection: Keep-alive

Web Server
Details
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RequireJS 2.3.5
URL: https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/requirejs/require.min.js
Detection method: The library's name and version were determined based on the file's contents.
References:

https://github.com/requirejs/requirejs/tags

Request headers

GET /lib/javascript.php/1676880794/lib/requirejs/require.min.js HTTP/1.1

Cookie: MoodleSession=085b6b6281af5c33787a655263fcc477

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36

Host: elearning.tnnua.edu.tw

Connection: Keep-alive

Permissions-Policy header not implemented

Severity Informational
Reported by module /httpdata/permissions_policy.js

Description

The Permissions-Policy header allows developers to selectively enable and disable use of various browser features and
APIs.

Impact

Recommendation

References

Permissions-Policy / Feature-Policy (MDN) (https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy)
Permissions Policy (W3C) (https://www.w3.org/TR/permissions-policy-1/)

Affected items

Web Server
Details
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Locations without Permissions-Policy header:

https://elearning.tnnua.edu.tw/
https://elearning.tnnua.edu.tw/login/index.php
https://elearning.tnnua.edu.tw/media/player/videojs/videojs/
https://elearning.tnnua.edu.tw/mod/forum/discuss.php
https://elearning.tnnua.edu.tw/course/search.php
https://elearning.tnnua.edu.tw/rss/
https://elearning.tnnua.edu.tw/report/
https://elearning.tnnua.edu.tw/install/
https://elearning.tnnua.edu.tw/group/
https://elearning.tnnua.edu.tw/error/
https://elearning.tnnua.edu.tw/search/
https://elearning.tnnua.edu.tw/admin/tool/dataprivacy/summary.php
https://elearning.tnnua.edu.tw/auth/
https://elearning.tnnua.edu.tw/backup/
https://elearning.tnnua.edu.tw/index.php
https://elearning.tnnua.edu.tw/cache/
https://elearning.tnnua.edu.tw/config.php
https://elearning.tnnua.edu.tw/admin/tool/policy/viewall.php
https://elearning.tnnua.edu.tw/lib/yuilib/2in3/2.9.0/build/
https://elearning.tnnua.edu.tw/lib/yuilib/gallery/
https://elearning.tnnua.edu.tw/course/index.php

Request headers

GET / HTTP/1.1

Host: elearning.tnnua.edu.tw

accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,
application/signed-exchange;v=b3;q=0.7

accept-language: en-US

upgrade-insecure-requests: 1

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip,deflate,br

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36
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Scanned items (coverage report)
https://elearning.tnnua.edu.tw/
https://elearning.tnnua.edu.tw/admin/
https://elearning.tnnua.edu.tw/admin/index.php
https://elearning.tnnua.edu.tw/admin/tool/
https://elearning.tnnua.edu.tw/admin/tool/dataprivacy/
https://elearning.tnnua.edu.tw/admin/tool/dataprivacy/summary.php
https://elearning.tnnua.edu.tw/admin/tool/policy/
https://elearning.tnnua.edu.tw/admin/tool/policy/index.php
https://elearning.tnnua.edu.tw/admin/tool/policy/view.php
https://elearning.tnnua.edu.tw/admin/tool/policy/viewall.php
https://elearning.tnnua.edu.tw/auth/
https://elearning.tnnua.edu.tw/backup/
https://elearning.tnnua.edu.tw/blog/
https://elearning.tnnua.edu.tw/cache/
https://elearning.tnnua.edu.tw/config.php
https://elearning.tnnua.edu.tw/course/
https://elearning.tnnua.edu.tw/course/category.ajax.php
https://elearning.tnnua.edu.tw/course/index.php
https://elearning.tnnua.edu.tw/course/jumpto.php
https://elearning.tnnua.edu.tw/course/search.php
https://elearning.tnnua.edu.tw/course/view.php
https://elearning.tnnua.edu.tw/enrol/
https://elearning.tnnua.edu.tw/enrol/index.php
https://elearning.tnnua.edu.tw/enrol/manual/
https://elearning.tnnua.edu.tw/enrol/manual/ajax.php
https://elearning.tnnua.edu.tw/error/
https://elearning.tnnua.edu.tw/files/
https://elearning.tnnua.edu.tw/group/
https://elearning.tnnua.edu.tw/index.php
https://elearning.tnnua.edu.tw/INSTALL.txt
https://elearning.tnnua.edu.tw/install/
https://elearning.tnnua.edu.tw/lib/
https://elearning.tnnua.edu.tw/lib/ajax/
https://elearning.tnnua.edu.tw/lib/ajax/getnavbranch.php
https://elearning.tnnua.edu.tw/lib/ajax/getsiteadminbranch.php
https://elearning.tnnua.edu.tw/lib/ajax/service-nologin.php
https://elearning.tnnua.edu.tw/lib/ajax/service.php
https://elearning.tnnua.edu.tw/lib/javascript.php/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/comment/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/comment/comment.js
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/babel-polyfill/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/babel-polyfill/polyfill.min.js
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/javascript-static.js
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/jquery/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/jquery/jquery-3.5.1.min.js
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/polyfills/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/polyfills/polyfill.js
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/requirejs/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/lib/requirejs/require.min.js
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/mod/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/mod/folder/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/mod/folder/module.js
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/repository/
https://elearning.tnnua.edu.tw/lib/javascript.php/1676880794/repository/filepicker.js
https://elearning.tnnua.edu.tw/lib/requirejs.php/
https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/
https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/core/
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https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/core/first.js
https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/media_videojs/
https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/media_videojs/video-lazy.js
https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/media_videojs/Youtube-lazy.js
https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/theme_boost/
https://elearning.tnnua.edu.tw/lib/requirejs.php/1676880794/theme_boost/loader.js
https://elearning.tnnua.edu.tw/lib/yuilib/
https://elearning.tnnua.edu.tw/lib/yuilib/2in3/
https://elearning.tnnua.edu.tw/lib/yuilib/2in3/2.9.0/
https://elearning.tnnua.edu.tw/lib/yuilib/2in3/2.9.0/build/
https://elearning.tnnua.edu.tw/lib/yuilib/3.17.2/
https://elearning.tnnua.edu.tw/lib/yuilib/gallery/
https://elearning.tnnua.edu.tw/login/
https://elearning.tnnua.edu.tw/login/forgot_password.php
https://elearning.tnnua.edu.tw/login/index.php
https://elearning.tnnua.edu.tw/media/
https://elearning.tnnua.edu.tw/media/player/
https://elearning.tnnua.edu.tw/media/player/videojs/
https://elearning.tnnua.edu.tw/media/player/videojs/videojs/
https://elearning.tnnua.edu.tw/media/player/videojs/videojs/video-js.swf
https://elearning.tnnua.edu.tw/mod/
https://elearning.tnnua.edu.tw/mod/assign/
https://elearning.tnnua.edu.tw/mod/assign/view.php
https://elearning.tnnua.edu.tw/mod/bigbluebuttonbn/
https://elearning.tnnua.edu.tw/mod/bigbluebuttonbn/fonts/
https://elearning.tnnua.edu.tw/mod/choice/
https://elearning.tnnua.edu.tw/mod/choice/view.php
https://elearning.tnnua.edu.tw/mod/folder/
https://elearning.tnnua.edu.tw/mod/folder/download_folder.php
https://elearning.tnnua.edu.tw/mod/folder/view.php
https://elearning.tnnua.edu.tw/mod/forum/
https://elearning.tnnua.edu.tw/mod/forum/discuss.php
https://elearning.tnnua.edu.tw/mod/forum/index.php
https://elearning.tnnua.edu.tw/mod/forum/view.php
https://elearning.tnnua.edu.tw/mod/page/
https://elearning.tnnua.edu.tw/mod/page/view.php
https://elearning.tnnua.edu.tw/mod/quiz/
https://elearning.tnnua.edu.tw/mod/quiz/view.php
https://elearning.tnnua.edu.tw/mod/resource/
https://elearning.tnnua.edu.tw/mod/resource/view.php
https://elearning.tnnua.edu.tw/mod/url/
https://elearning.tnnua.edu.tw/mod/url/view.php
https://elearning.tnnua.edu.tw/mod/videos/
https://elearning.tnnua.edu.tw/mod/videos/view.php
https://elearning.tnnua.edu.tw/mod/wiki/
https://elearning.tnnua.edu.tw/mod/wiki/pix/
https://elearning.tnnua.edu.tw/pluginfile.php/
https://elearning.tnnua.edu.tw/pluginfile.php/1/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/favicon/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/favicon/1676880794/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/homebk/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/homebk/1676880794/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/logo/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/logo/1676880794/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/p1/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/p1/1676880794/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/p2/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/p2/1676880794/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/p3/
https://elearning.tnnua.edu.tw/pluginfile.php/1/theme_adaptable/p3/1676880794/
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https://elearning.tnnua.edu.tw/pluginfile.php/12994/
https://elearning.tnnua.edu.tw/pluginfile.php/12994/customfield_textarea/
https://elearning.tnnua.edu.tw/pluginfile.php/12994/customfield_textarea/value/
https://elearning.tnnua.edu.tw/pluginfile.php/12994/customfield_textarea/value/11024/
https://elearning.tnnua.edu.tw/pluginfile.php/2193/
https://elearning.tnnua.edu.tw/pluginfile.php/2193/course/
https://elearning.tnnua.edu.tw/pluginfile.php/2193/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/23372/
https://elearning.tnnua.edu.tw/pluginfile.php/23372/course/
https://elearning.tnnua.edu.tw/pluginfile.php/23372/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/23372/course/summary/
https://elearning.tnnua.edu.tw/pluginfile.php/23372/customfield_textarea/
https://elearning.tnnua.edu.tw/pluginfile.php/23372/customfield_textarea/value/
https://elearning.tnnua.edu.tw/pluginfile.php/23372/customfield_textarea/value/60/
https://elearning.tnnua.edu.tw/pluginfile.php/23480/
https://elearning.tnnua.edu.tw/pluginfile.php/23480/course/
https://elearning.tnnua.edu.tw/pluginfile.php/23480/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/34662/
https://elearning.tnnua.edu.tw/pluginfile.php/34662/course/
https://elearning.tnnua.edu.tw/pluginfile.php/34662/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/34662/course/summary/
https://elearning.tnnua.edu.tw/pluginfile.php/34662/customfield_textarea/
https://elearning.tnnua.edu.tw/pluginfile.php/34662/customfield_textarea/value/
https://elearning.tnnua.edu.tw/pluginfile.php/34662/customfield_textarea/value/84/
https://elearning.tnnua.edu.tw/pluginfile.php/34664/
https://elearning.tnnua.edu.tw/pluginfile.php/34664/course/
https://elearning.tnnua.edu.tw/pluginfile.php/34664/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/37339/
https://elearning.tnnua.edu.tw/pluginfile.php/37339/course/
https://elearning.tnnua.edu.tw/pluginfile.php/37339/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/50786/
https://elearning.tnnua.edu.tw/pluginfile.php/50786/mod_resource/
https://elearning.tnnua.edu.tw/pluginfile.php/50786/mod_resource/content/
https://elearning.tnnua.edu.tw/pluginfile.php/50786/mod_resource/content/1/
https://elearning.tnnua.edu.tw/pluginfile.php/50787/
https://elearning.tnnua.edu.tw/pluginfile.php/50787/mod_folder/
https://elearning.tnnua.edu.tw/pluginfile.php/50787/mod_folder/content/
https://elearning.tnnua.edu.tw/pluginfile.php/50787/mod_folder/content/0/
https://elearning.tnnua.edu.tw/pluginfile.php/54180/
https://elearning.tnnua.edu.tw/pluginfile.php/54180/course/
https://elearning.tnnua.edu.tw/pluginfile.php/54180/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/54240/
https://elearning.tnnua.edu.tw/pluginfile.php/54240/course/
https://elearning.tnnua.edu.tw/pluginfile.php/54240/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/57877/
https://elearning.tnnua.edu.tw/pluginfile.php/57877/mod_choice/
https://elearning.tnnua.edu.tw/pluginfile.php/57877/mod_choice/intro/
https://elearning.tnnua.edu.tw/pluginfile.php/57886/
https://elearning.tnnua.edu.tw/pluginfile.php/57886/mod_choice/
https://elearning.tnnua.edu.tw/pluginfile.php/57886/mod_choice/intro/
https://elearning.tnnua.edu.tw/pluginfile.php/59822/
https://elearning.tnnua.edu.tw/pluginfile.php/59822/course/
https://elearning.tnnua.edu.tw/pluginfile.php/59822/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/59829/
https://elearning.tnnua.edu.tw/pluginfile.php/59829/course/
https://elearning.tnnua.edu.tw/pluginfile.php/59829/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/64702/
https://elearning.tnnua.edu.tw/pluginfile.php/64702/course/
https://elearning.tnnua.edu.tw/pluginfile.php/64702/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/64761/
https://elearning.tnnua.edu.tw/pluginfile.php/64761/course/
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https://elearning.tnnua.edu.tw/pluginfile.php/64761/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/6786/
https://elearning.tnnua.edu.tw/pluginfile.php/6786/user/
https://elearning.tnnua.edu.tw/pluginfile.php/6786/user/icon/
https://elearning.tnnua.edu.tw/pluginfile.php/6786/user/icon/adaptable/
https://elearning.tnnua.edu.tw/pluginfile.php/6786/user/icon/adaptable/f1
https://elearning.tnnua.edu.tw/pluginfile.php/74467/
https://elearning.tnnua.edu.tw/pluginfile.php/74467/course/
https://elearning.tnnua.edu.tw/pluginfile.php/74467/course/overviewfiles/
https://elearning.tnnua.edu.tw/pluginfile.php/74473/
https://elearning.tnnua.edu.tw/pluginfile.php/74473/course/
https://elearning.tnnua.edu.tw/pluginfile.php/74473/course/overviewfiles/
https://elearning.tnnua.edu.tw/README.txt
https://elearning.tnnua.edu.tw/report/
https://elearning.tnnua.edu.tw/rss/
https://elearning.tnnua.edu.tw/search/
https://elearning.tnnua.edu.tw/search/index.php
https://elearning.tnnua.edu.tw/tag/
https://elearning.tnnua.edu.tw/theme/
https://elearning.tnnua.edu.tw/theme/font.php/
https://elearning.tnnua.edu.tw/theme/font.php/adaptable/
https://elearning.tnnua.edu.tw/theme/font.php/adaptable/core/
https://elearning.tnnua.edu.tw/theme/font.php/adaptable/core/1676880794/
https://elearning.tnnua.edu.tw/theme/image.php/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/atto_h5p/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/atto_h5p/1676880794/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/atto_h5p/1676880794/icon-white
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/e/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/e/source_code
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/e/table
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/f/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/f/folder-24
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/f/pdf-24
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/ajaxloader
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/course
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/expired
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/flagged
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/loading_small
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/mnethost
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/i/settings
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/s/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/s/dead
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/add
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/backup
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/collapsed
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/collapsed_empty
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/copy
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/delete
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/down
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/edit
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/expanded
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/locked
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/print
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/restore
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/t/up
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/
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https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/lm
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/ln
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/loading
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/lp
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/tm
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/tn
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/tp
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/core/1676880794/y/vline
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_forum/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_forum/1676880794/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_forum/1676880794/t/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_forum/1676880794/t/subscribed
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_forum/1676880794/t/unsubscribed
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_workshop/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_workshop/1676880794/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_workshop/1676880794/userplan/
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_workshop/1676880794/userplan/task-done
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_workshop/1676880794/userplan/task-fail
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_workshop/1676880794/userplan/task-info
https://elearning.tnnua.edu.tw/theme/image.php/adaptable/mod_workshop/1676880794/userplan/task-todo
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